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About This Talk

You have a beautiful new website. Users love it. You’re proud of it. The company 
is well represented and looks good.

Now let’s make sure that website is as trustworthy as it looks…
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About This Talk

You have a beautiful new website. Users love it. You’re proud of it. The company 
is well represented and looks good.

Now let’s make sure that website is as trustworthy as it looks…

1. Why is it important to secure a CMS?

2. Common features of a CMS

3. How these common features translate into security concerns

4. Examples of these features and security concerns in WordPress

5. Key takeaways
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Why Secure a CMS?

1. Why secure my CMS? Everything on my website is public 
content anyhow.

2. Why secure my CMS? No one wants to hack me – I  have no 
valuable data.

3. Why secure my CMS? I use the default settings so I should be 
covered, anything extra is just paranoia.
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Why Secure a CMS?

To quote our presidential candidate...

1. Why secure my CMS? Everything on my website is public 
content anyhow.
WRONG!

2. Why secure my CMS? No one wants to hack me – I  have no 
valuable data.
WRONG!

3. Why secure my CMS? I use the default settings so I should be 
covered, anything extra is just paranoia.
WRONG!
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Myth 1: Everything is Public Content

Your website content may be public. But what about…

• CMS User Accounts – could someone obtain these emails and passwords to then use 
those to access a different, more important system?

• Sign up for our newsletter – could someone access this list of subscribers? Common 
uses are to email them masquerading as your company for nefarious purposes, or 
simply sell those emails to marketing lists.

• Deface your website – which could be used to damage reputation, or add code that 
harvests user info and/or links to external phishing sites.
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Myth 2: No One Wants to Hack Me

Aside from valuable data such as user accounts and subscribers, you may still be a 
target even without any data.

• Entry point into the server – an attacker could simply want to use your site as a way 
into the web server.

• Are there other sites on the same server that might cause yours to be at risk as an 
entry point?

• Does the web server have access to a more valuable system (i.e. database, API 
keys, VPN)

• Used to attack a larger target – could your server be compromised and used to 
participate in a DDoS attack? What if it is used to attack a Federal system?
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Myth 3: Default Settings are Secure

Trusting the CMS to be secure out-of-box is a bad idea.

• Unused features – most CMSs have dozens of features that you may not be using.

• 3rd party features – things such as plugins or themes can introduce vulnerabilities 
not normally present in the CMS.

• External factors – such as server configuration and SSL are also important. Even if 
you have SSL installed on the server, your CMS may not be configured to properly 
use it out-of-box.
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Features
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

User accounts are used to manage the CMS.



BUILDING BRILLIANT TECHNOLOGY 2016

Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

User accounts are used to manage the CMS.

Security Concerns

• Access Rights – can the CMS provide granular access to 
content based on user’s role? Freelancers, web devs, 3rd

party marketing agency?

• Password security – how are passwords stored, and can 
password policies be enforced?

• Identity Management – can the CMS utilize OAuth to 
authenticate via centrally managed user accounts?
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

WordPress does have basic user roles

WordPress lacks password policies out-of-
box though.

WordPress also lacks OAuth support for 
user accounts out-of-box as well.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

User and admin activity is logged.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

User and admin activity is logged.

Security Concerns

• Is auditing possible – can the CMS even provide an audit 
trail or logging? If not, how would you identify red flags 
or respond to a breach?

• Logs expose sensitive data – if auditing and logging is 
enabled, do logs scrub sensitive info such as emails, 
passwords, credit cards, etc.?

• Integrity of audit trail – how is the audit trail/logs 
managed? Can admins or users view and change them?
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

WordPress lacks an audit trail other than 
basic page versioning.

Auditing plugins do exist though…

But can the audit tables be changed by 
your users? If so, integrity is questionable.



BUILDING BRILLIANT TECHNOLOGY 2016

Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

Forms exist on the website to submit user-entered 
data. This can include signups, search, contact, etc.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

Forms exist on the website to submit user-entered 
data. This can include signups, search, contact, etc.

Security Concerns

• Injection attacks – they aren't part of the OWASP Top 10 
for nothing! Injection attacks are one of the most 
exploited vulnerabilities on the web. Does your CMS 
guard against them? Does the CMS provide a framework 
for implementing forms?

• Sensitive data – if you collect sensitive data such as credit 
card info, SSN, or file uploads – is that data stored and 
transferred in a secure manner? Does the CMS provide a 
way of handling and classifying this type of data?
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

Forms that result in database queries should 
follow best practices in WordPress Codex.

WPScan database has dozens of known 
vulnerabilities for contact from plugins.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

3rd party plugins, addons, and themes are great for 
quickly and cheaply adding awesome functionality.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

3rd party plugins, addons, and themes are great for 
quickly and cheaply adding awesome functionality.

Security Concerns

• Is the plugin trusted – does the CMS have a way of 
verifying plugins? Or are they all at your own risk? Do you 
know what the plugin is doing?

• What plugins are in use – does your existing site have 
plugins installed that are not needed? Does the 
developer plan to use plugins for key features? Does the 
plugin have dependencies?

• Plugin updates – do you monitor security releases and 
receive notifications when vulnerabilities are discovered 
by the plugin publisher?
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

Hundreds of plugins exist that are no longer 
maintained. Yet many still have millions of 
installs. An absolute security nightmare.

WPScan is a prime tool for identifying theme and 
plugin vulnerabilities. Thousands are known.
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WP Scan



BUILDING BRILLIANT TECHNOLOGY 2016

Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

Every CMS has its own default configuration. These 
settings usually make everything work smoothly on a 
fresh installation.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

Every CMS has its own default configuration. These 
settings usually make everything work smoothly on a 
fresh installation.

Security Concerns

• Lowest common denominator – most default settings are 
designed to work with the simplest possible use-case. The 
simplest use-case usually omits security in favor of 
convenience and ease of setup.

• Prime examples is SSL support – most CMSs may not 
work well with SSL unless the server is set up correctly 
and the CMS is set to account for using HTTPS in its URLs.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

HTTPS settings, must be changed for links 
to work properly, in addition to installing 
the SSL cert on the server.

Post by email settings
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

There’s an app for that.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

There’s an app for that.

Security Concerns

• Remote access may be ON by default – if your CMS has a 
mobile app, be sure that remote access is only turned on 
if you plan to use that app. Also, is the remote access 
feature plagued by vulnerabilities? If so, turn it off and 
use the mobile browser in favor of the app.

• What mobile device is accessing your CMS – having that 
mobile app is great, but if the device using the app does 
not conform to policy, you are creating a huge loophole. 
This is a BYOD problem in general.
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Common Features

User Accounts

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access

WordPress does have mobile apps.

Apps interface via XML-RPC – which can’t 
be disabled out of the box.

RPC can be disabled via plugins or server 
configs, with some feature-loss.

It’s critical to have a written security policy 
that states acceptable use of mobile app, 
and requires basic configurations on mobile 
device such as a lockscreen password.

XML-RPC is only secure if your site is using 
SSL. If not, all communication from mobile 
app to site is done in cleartext.



BUILDING BRILLIANT TECHNOLOGY 2016

Recap: For Your Next CMS Project

Next time you are planning a website or CMS project, be sure to consider:

• User accounts – policies are enforced via the CMS or manual process.

• Audit trail – an audit trail is present. Even if that means web server logs.

• Forms – are scrubbed for injection attacks and a form framework is present.

• Plugins – are reviewed for integrity and updated frequently.

• Default configuration – is double-checked before going live with the site.

• Mobile access – is controlled and planned out before allowing remote access.
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Thank You!

salvino@coderedcorp.com

Twitter: @vincesalvino
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