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About This Talk

You have a beautiful new website. Users love it. You're proud of it. The company
is well represented and looks good.

Now let’s make sure that website is as trustworthy as it looks...
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About This Talk

1.  Why s it important to secure a CMS?
2. Common features of a CMS
3.  How these common features translate into security concerns

4. Examples of these features and security concerns in WordPress

5. Key takeaways i
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Why Secure a CMS?

1.  Why secure my CMS? Everything on my website is public
content anyhow.

2. Why secure my CMS? No one wants to hack me — 1 have no
valuable data.

3.  Why secure my CMS? | use the default settings so | should be
covered, anything extra is just paranoia. i
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Why Secure a CMS?

To quote our presidential candidate...

1. Why secure my CMS? Everything on my website is public
content anyhow.
WRONG!

2.  Why secure my CMS? No one wants to hack me —1 have no
valuable data.
WRONG!

3.  Why secure my CMS? | use the default settings so | should be
covered, anything extra is just paranoia.
WRONG! |
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Myth 1: Everything is Public Content

Your website content may be public. But what about...

- CMS User Accounts — could someone obtain these emails and passwords to then use
those to access a different, more important system?

- Sign up for our newsletter — could someone access this list of subscribers? Common
uses are to email them masquerading as your company for nefarious purposes, or
simply sell those emails to marketing lists.

- Deface your website — which could be used to damage reputation, or add code that
harvests user info and/or links to external phishing sites.
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Myth 2: No One Wants to Hack Me

Aside from valuable data such as user accounts and subscribers, you may still be a
target even without any data.

Entry point into the server — an attacker could simply want to use your site as a way
into the web server.

- Are there other sites on the same server that might cause yours to be at risk as an
entry point?

- Does the web server have access to a more valuable system (i.e. database, API
keys, VPN)

- Used to attack a larger target — could your server be compromised and used to
participate in a DDoS attack? What if it is used to attack a Federal system?
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Myth 3: Default Settings are Secure

Trusting the CMS to be secure out-of-box is a bad idea.

Unused features — most CMSs have dozens of features that you may not be using.

- 3" party features — things such as plugins or themes can introduce vulnerabilities
not normally present in the CMS.

- External factors — such as server configuration and SSL are also important. Even if

you have SSL installed on the server, your CMS may not be configured to properly
use it out-of-box.
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Features

Compress a file

l File type: ® Video Audio Image Data
pied piper

General Settings Codec, Speed, and Compexity Format
Encoding mode:  specific filesize/bitrate ~  Codec: VP9 Profile:  low Vv

In-Output bit-depth: ~ 8-bit

Target Mode: custom “  Basic speed Control:  good ' Color space: 420

Target size (MiB): CPU utilization modifier: Franerate 2
© Bitrate (kbit/s): Deadline per frame(ps):

Bitrate mode: VBR Tile (columns/rows):

Pixel Aspect Ratio (PAR) Rate Control Client Requirements
Input PAR: 1 X Rate conversion: fast Initial buffer size (ms):
Force input PAR type:  manual v Quantizer min/max: 0/

Output PAR: 1 X

Optimal buffer size (ms):

CBR < - > VBR frame adjust (%): 70  Buffer size (ms):

Convert output to PAR:  custom Y Tile (columns/rows): 15/ 10000 Undershoot Datarate:
Picture Resize Post Processing

Resize method: 10 - bicubic spline Target resolution: -~

© Enable Middle Out Compression

® Auto adjust: height v tomod 8 v 1920 X 1080
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Common Features

m User accounts are used to manage the CMS.

Audit Trail

Forms
Plugins/Themes
Configurations

Mobile Access
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Common Features

m User accounts are used to manage the CMS.

Audit Trail Security Concerns

Forms - Access Rights — can the CMS provide granular access to
content based on user’s role? Freelancers, web devs, 3™

Plugins/Themes party marketing agency?

_ , - Password security — how are passwords stored, and can

Configurations password policies be enforced?

Mobile Access - Identity Management — can the CMS utilize OAuth to
authenticate via centrally managed user accounts?
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Common Features

@ Dashboard Add New User
Posts Create a brand new user and add them to this site.
Media
u i q
) ) Pages sername (required WordPress does have basic user roles
Audit Trail |
Email (required)
Pr
| Contact First Name
Forms Appearance
, Last Name
¢ Plugins 2
. Users
Plugins/Themes Websit
Password Show password .
) . WordPress lacks password policies out-of-
CO nfl g u rat I O n S Send User Notification Send the new user an epfiail about their account. bOX though'
Role Subscriber W d P I I k OA th t f
. ' Quick Redirects Contributor or ress also lacks u Su ortiror
Mobile Access e
user accounts out-of-box as well.

Divi !

Administrator
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Common Features

User Accounts User and admin activity is logged.

Audit Trail

Forms
Plugins/Themes
Configurations

Mobile Access
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Common Features

User and admin activity is logged.

User Accounts

Security Concerns

Forms - Is auditing possible — can the CMS even provide an audit
trail or logging? If not, how would you identify red flags

Plugins/Themes or respond to a breach?

Logs expose sensitive data — if auditing and logging is
enabled, do logs scrub sensitive info such as emails,
passwords, credit cards, etc.?

Configurations

Mobile Access

Integrity of audit trail — how is the audit trail/logs
managed? Can admins or users view and change them? l
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Common Features

WordPress lacks an audit trail other than
basic page versioning.

User Accounts 2 S _ 4 Auditing plugins do exist though...

Download Version 1.2.4

Description Installation = Screenshots | Other Notes Changelog Stats Support Reviews Developers

Audit Trail

Audit Trail is a plugin to keep track of what is going on inside your
blog by monitoring administration functions.

Forms

Plugins/Themes

Search Results per page: | 25 v| | go Requires: 3.5 or higher .
User Action  Target Date P Compatible up to: 4.2.10
CO nfig u ratio n S administrator  Save post Small Yellow Inflatable Pigs  April 20, 2007 3:14 pm 127.0.0.1 Last Updated: 1 year ago
administrator  Save post Small Yellow Inflatable Pigs  April 20, 2007 3:14 pm 127.0.0.1 Active Installs: 30,000+

Audit trail

Mobile Access

-, Search L Query [& Export =} Import #° Operat

Jable . j Love But can the audit tables be changed by
wp_commentmeta WBrowse 4 Structure [2 Search ¥¢ Insert [fi Empty @ Drop . . . .
your users? If so, integrity is questionable.

wp_comments |Wowse I Structure % Search #¢ Insent (j Empty @ Drop

A4 Structure

wp_links - se bt Structure % Search ¢ Insert {§ Empty @ Drop

wp_options re % Search ¥¢Insert [§ Empty @ Drop

click SQL to let
you run custom
SQL commands
on the database

wp_postmeta re % Search ¥t Insert (§ Empty @ Drop

wp_posts re % Search *c Insert (j Empty @ Drop

wp_terms

I i Y i

re % Search *£Insert [§ Empty @ Drop

-
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Common Features

Forms exist on the website to submit user-entered
data. This can include signups, search, contact, etc.

User Accounts

Audit Trail
Plugins/Themes
Configurations

Mobile Access
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Common Features

Forms exist on the website to submit user-entered

User Accounts g ] )
data. This can include signups, search, contact, etc.

Audit Trail ,
Security Concerns

_ - Injection attacks — they aren't part of the OWASP Top 10

for nothing! Injection attacks are one of the most
exploited vulnerabilities on the web. Does your CMS
guard against them? Does the CMS provide a framework
for implementing forms?

Plugins/Themes

Configurations

Mobile Access - Sensitive data — if you collect sensitive data such as credit
card info, SSN, or file uploads —is that data stored and
transferred in a secure manner? Does the CMS provide a
way of handling and classifying this type of data? l
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Common Features

Protect Queries Against SQL Injection Attacks

For a more complete overview of SQL escaping in WordPress, see database Data Validation. It i

Forms that result in database queries should

User Accounts

must-read fg

follow best practices in WordPress Codex.

code contributors and plugin authors.

AU d |t Tra | I All data in SQL queries must be SQL-escaped before the SQL query is execut
prepare method performs this functionality for WordPress, which suppo

to prevent against SQL injection attacks. The
oth a sprintf()-like and vsprintf()-like syntax.

Please note: As of 3.5, wpdb: :prepare () enforces a mipiffium of 2 arguments. [more info]

<?php $sql = $wpdb->prepare( 'query' , value_parameter[, value_parameter ... ] ); ?>

Plugins/Themes

ID Added Title

CO nfigu ratio ns 8623 2016-09-21 N-Media Website Contact Form with File Upload - Arbitrary File Upload
8565 2016-07-25 Contact Form to Email <= 1.1.47 - Authenticated Reflected Cross-Sit

8452 2016-04-15 Easy Contact Form Builder <= 1.0 - Unauthenticated Reflected ss-Site ...

8307 2015-11-24 Contact Form Maker <= 1.7.30 - Authenticated Blind SQ

M Ob”e Access 8303 2015-11-24 Contact Form Manager <= 1.4.1 - Authenticated cted Cross-Site Scrip...

8262 2015-11-22 Contact Form Builder <= 1.0.24 - Authentic Blind SQL Injection

8235 2015-11-13 Contact Form Integrated With Google Maps 1.0-2.4 - Stored Cross-Site Scr...

8234 2015-11-13 Easy Contact Form Solution 1.0-1.6 - Stored Cross-Site Scripting (XSS)

8223 2015-10-27 Fast Secure Contact Form <= 4.0.37 - Authenticated Cross-Site Scripting ...

8201 2015-10-01 Jetpack <= 3.7.0 - Stored Cross-Site Scripting (XSS)

8176 2015-09-08 Contact Form Generator <= 2.0.1 - Multiple Cross-Site Request Forgery (C...

8089 2015-07-11 CP Contact Form with Paypal <= 1.1.5 - Multiple Vulnerabilities

8024 2015-06-03 N-Media Website Contact Form with File Upload <= 1.5 - Local File Inclusion

7992 2015-05-15 Encrypted Contact Form <= 1.0.4 - CSRF & XSS

WPScan database has dozens of known
vulnerabilities for contact from plugins.
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Common Features

3"d party plugins, addons, and themes are great for

User Accounts _ - , _
quickly and cheaply adding awesome functionality.

Audit Trail

Forms

Plugins/Themes

Configurations

Mobile Access
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Common Features

3"d party plugins, addons, and themes are great for

User Accounts quickly and cheaply adding awesome functionality.

Audit Trail Security Concerns

Forms

Is the plugin trusted — does the CMS have a way of
verifying plugins? Or are they all at your own risk? Do you
Plugins/Themes know what the plugin is doing?

- What plugins are in use — does your existing site have
plugins installed that are not needed? Does the
developer plan to use plugins for key features? Does the

Mobile Access plugin have dependencies?

Configurations

 Plugin updates — do you monitor security releases and |
receive notifications when vulnerabilities are discovered l
by the plugin publisher?
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Common Features

This plugin hasn’'t been updated in over 2 years. It may no longer be maintained or supported an
compatibility issues when used with more recent versions of WordPress.

Hundreds of plugins exist that are no longer

maintained. Yet many still have millions of
installs. An absolute security nightmare.

Download Version 1.7.1

IP. Fully customizable.
¥ Favorite

User Accounts

Limit Login Attempts
Audit Trail 4 P

Limit rate of login attempts, including by way of cookies, for each

Forms

Description ' Installation FAQ Screenshots Changelog Stats Support Reviews Developers

Plugins/Themes

Requires: 2.8 or higher

auth cookies. Compatible up to: 3.3.2
Last Updated: 4 ye

Active Installs: 1+ million

Limit the number of login attempts possible both through normal login as well as using

Configurations

PR S N A

By default WordPress allows unlimited login attempts either through the login page or

S S RS

e PR o S o | ) SRR, SR | e e

Mobile Access —
WPScan Vulnerability Database WPScan is a prime tool for identifying theme and
Cataloging 5246 Fess Core, Plugin and Theme vulnerabilities plugin vulnerabilities. Thousands are known.
BUILDING BRILLIANT TECHNOLOGY 2016 ~ N
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[+] Enumerating plugins from passive detection
| 6 plugins found:

[+] Name: events-manager - v5.5.7.1
| Location: https://*****xexxsxxx+¥*/wp_content/plugins/events-manager/
| https ; / /%% %ok kkokkkonk s fiup

[

Name: events-manager-pro
Location: https
Readme

Name: revslider
Location: https:

We could not determine a version so all vulperabilities are printed out
e B acurity S or o ca a . I .
WordPress Security Tcanner by the WPScan Team 1] Title: WordPress Slider Revolution Local File Disclosure
WEFIED 2ol Reference: https://wpvulndb.com/vulnerabilities/7540
Sponsored by S ri - https://sucuri.net ot
@ WPScan_, thicalhack3 erwan_lr, pvdl, @ FireFart_ REeferEnces
Reference:
/www .exploit-db.com/exploits/34511/

robots.txt available under: * S: Reference: https://www.exploit-db.com/exploits/36039/
Interesting entry from robots.txt: http admi 1 i i] Fixed in: 4.1.5

The WordPress 'https: **%% fpeadme.html' file exists exposing a version number

Interesting header:

Interesting header

Interesting header: SERVER: Microsoft-I1IS/8.5 Reference:
Interesting header: X-POWERED-BY: PHP/5.5.34 Referenc
Interesting header: X-POWERED-BY: ASP.NET Reference:
XML-RPC Interface available under: htt i HERREREEE X 2 i] Fixed in

Name: vfb-pro
WordPress version 4.5.2 (Released on 2016-85-86) identified from advanced fingerprinting, Location: https://
meta generator, readme, links opml, stylesheets numbers

8 vulnerabilities identified from the version number hama: waform bullder

Latest version: 1.1
Location: hittps://******kkkkks**s*/wp-content/plu

Name: wordpr
Location: https:
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Common Features

Every CMS has its own default configuration. These
settings usually make everything work smoothly on a
Audit Trail fresh installation.

User Accounts

Forms

Plugins/Themes

Configurations

Mobile Access
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Common Features

Every CMS has its own default configuration. These

User Accounts ] :
settings usually make everything work smoothly on a

Al T fresh installation.
Forms Security Concerns
Plugins/Themes - Lowest common denominator — most default settings are

designed to work with the simplest possible use-case. The
simplest use-case usually omits security in favor of

Configurations ,
convenience and ease of setup.

Mobile Access - Prime examples is SSL support — most CMSs may not

work well with SSL unless the server is set up correctly
and the CMS is set to account for using HTTPS in its URLs. l

CopERED BUILDING BRILLIANT TECHNOLOGY 2016




Common Features

Test Howdy, Test [&]
Desibeed General Settings
User Accounts - i
Media
regine st Wordrass s HTTPS settings, must be changed for links

. . Commel In a few words, explain what this site is about. tO Work properly in addition tO insta”ing
Audit Trail /

Appearance
e WordPress Address (URL) http:/focalhost/wordpresseeenTire the SSL cert on the
Plugins
s Site Address (URL) http://bcalhost/uordpress-sun/sre

Tools nter the address here if you want your site homepage to be different from the directory you installed WordPress.

Forms sengs
E-mail Address
General

This address is used for admin purposes, like new user notification.

Writing Settings

Plugins/Themes

Default Post Category Uncategorized v . .
Post by email settings

Default Post Format Standard v

Configurations

Post via email

To post to WordPress by email you must set up a secret email account with POP3 access. Any mail received at this address will be posted, 5o it's a good idea to keep this address very secret. Here an

r 1 bi | e Q Ccess Mail Server mail.example.com port 110
Login Name login@example.com
Settings Password password
Default Mail Category Uncategorized v

Writing

Update Services

WordPress is not notifying any Update Services because of your site’s visibility settings.
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Common Features

User Accounts There’s an app for that.

Audit Trail
Forms
Plugins/Themes

Configurations

Mobile Access
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Common Features

User Accounts There’s an app for that.

Audit Trail Security Concerns

Remote access may be ON by default — if your CMS has a
mobile app, be sure that remote access is only turned on
if you plan to use that app. Also, is the remote access
feature plagued by vulnerabilities? If so, turn it off and
use the mobile browser in favor of the app.

Forms
Plugins/Themes

Configurations

- What mobile device is accessing your CMS — having that
mobile app is great, but if the device using the app does
not conform to policy, you are creating a huge loophole.

This is a BYOD problem in general. l
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Common Features

User Accounts

@WordPress.com APPS DESKTOP COUNTRIBUTE

Audit Trail

WordPress at your fingertips.
Forms DOWNLOAD THE APP:

I =
Plugins/Themes

Configurations

Mobile Access
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WordPress does have mobile apps.

SUPPORT BLOG

Apps interface via XML-RPC — which can’t
be disabled out of the box.

RPC can be disabled via plugins or server
configs, with some feature-loss.

It’s critical to have a written security policy
that states acceptable use of mobile app,
and requires basic configurations on mobile
device such as a lockscreen password.

XML-RPC is only secure if your site is using
SSL. If not, all communication from mobile
app to site is done in cleartext.



Recap: For Your Next CMS Project

Next time you are planning a website or CMS project, be sure to consider:

- User accounts — policies are enforced via the CMS or manual process.

- Audit trail — an audit trail is present. Even if that means web server logs.

- Forms — are scrubbed for injection attacks and a form framework is present.
- Plugins — are reviewed for integrity and updated frequently.

- Default configuration — is double-checked before going live with the site.

- Mobile access — is controlled and planned out before allowing remote access.
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Thank You!

salvino@coderedcorp.com

Twitter: @vincesalvino
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